WHOOPMALIMOHHASA NAMATKA
[N1A OBYYAIOLLMXCA ANA PASMELLEHUA
HA ODPULIMANBHBIX UHTEPHET-PECYPCAX

C KaXZbiM roiomMm MONOAEKWN B UHTEPHETE CTaHOBUTLCA BOoNbLUE, a LIKOJbHUKMA OAHU U3 CaMbiX
aKTUBHbIX Mnonb3oBaTenen PyHeTa. Mexay Tem, MOMMMO OFPOMHOrO KO/IMYeCcTBa BO3MOXHOCTEMN,
WMHTEpPHET HeceT 1 Npobsiembl. ITa NaMATKA A0/XKHA MOMOYb Tebe 6e30nacHO HaxoAUTbCA B CETHU.

KomnbloTepHbie BUPYCbI

KomnbloTEpPHbI BUPYC - 3TO PasHOBMAHOCTb KOMMbIOTEPHBLIX MNPOrPamMm, OTAMYUTENLHOWM
0COBEHHOCTbIO KOTOPOI ABNSAETCA CNOCOBHOCTb K PAa3MHOMKEHMI0. B loN0IHEHWE K 3TOMY, BUPYCbl MOTYT
NoBpPeaUTb WAW MONHOCTBIO YHUUTOXWUTL BCe dai/ibl U AaHHblE, MOAKOHTPOJIbHbIE MO/b30BATENO, OT
MMEHW KOToporo Hbina 3anyweHa 3apaskeHHan NPorpaMmma, a TakxKe NoBPeanTb UK OaXKe YHUUTOXKUTb
OMnepaLMoHHY0 CUCTEMY CO Bcemu daiinamu B LenoM. B 6ONbLIMHCTBE C/y4YaeB pacnpocTpaHaAloTca
BMPYCbl Yepes MHTEPHET.

MeToabl 3aWnTbl OT BPELOHOCHbIX NPOrpamm:

1. icnonb3yii coBpeMeHHble OnepaLMoHHbIE CUCTEMbI, UMEIOLLME CePbe3HbI YPOBEHb 3aLLUTbI OT
BPEAOHOCHbIX MPOrpPamm;

2. TllocTosHHO ycTaHasAuBait naytM  (uMdpoBble 3annaTkM, KOTOpble aBTOMATMYECKU
YCTaHaBAMBAIOTCA C LeNblo A0paboTKM nporpammbl) U apyrne o6HOBNEHWUA CBOe onepaumoHHOM
cuctembl. CKaumBaih MX TONbKO C oduUManbHOro caita paspaborumka OC. Ecnm cywecTByeT perkum
aBTOMAaTUYECKOro 06HOBNEHMSA, BKIOUYM €ro;

3. PaboTan Ha cBoem KOMnNblOTEPE NOoA4 nNpaBamMun nojsib3oBaTtenia, a He agMUHUCTPATOpPA. JT0 He
no3BonT 6OI'IbLLIl4HCTBy BPEOOHOCHbIX nporpamm WHCTaAANPOBATbCA Ha TBOEM NEPCOHA/IbHOM
KOMMbIOTEPE,

4. Mcnonb3yit aHTMBUPYCHble MNPOrpaMmMHble MPOAYKTbl W3BECTHbIX MpPOM3BOAUTENEN, C
aBTOMAaTM4YeCKUm obHoBNeHneM 6a3;

5. OrpaHunyb GU3NYECKUIA OCTYN K KOMMbIOTEPY 418 NOCTOPOHHUX SINLL;

6. Wcnonb3yit BHewHWMe HocuTenn WHGOPMAULMM, TaKMe Kak dnewka, AUCK uam dann u3
WHTEPHETa, TO/IbKO U3 NPOBEPEHHbIX MCTOYHUKOB;

7. He oTKpbiBait KomnbloTepHble $aiibl, NONYYEHHbIE U3 HEHALEMHbIX UCTOYHWMKOB. [axe Te
daiinbl, KOTopble NPUCAAN TBOM 3HAKOMBI. Jlydlle YTOYHU Y HErO, OTNPABAAA 1N OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA, Nepeaaym AaHHbIX, He TEXHO/IOMUS, a BCEero Mwb bpeHs, mapka. Ewe B 1991
rogy HMgepnaHAckaa KomnaHma 3aperncrpmposana 6perg "WECA", yto o603Hayano cioBocoyeTaHue
"Wireless Fidelity", koTopbIii nepeBoanTCA Kak "becnpoBogHan TOYHOCTL".

[o Hawero BpemeHu goluna apyras abbpesmaTypa, KOTOpas ABASETCA TAKOM e TexHoornemn. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe BbINI0 A4AHO C HAMEKOM Ha CTaHAAPT BbiCLLEN 3BYKOBOM TEXHUKM
Hi-Fi, uTo B nepeBoAe 03Ha4aeT "BbICOKAA TOYHOCTb".

[a, 6ecnnaTHbli WHTEpHeT-g4ocTyn B Kade, OTenax M asponopTax ABAAETCA OT/ANYHOM
BO3MOKHOCTbIO BbIX04a B MHTEPHET. HO MHOIMe 3KCNepTbl cuMTaloT, YTo obweaoctynHble Wi-Fi ceTu He
ABNAOTCA 6€30NacHbIMMU.



CoBeTbl No 6e3onacHocTM paboTbl B 06wenocTynHblx ceTax Wi-fi:

1. He nepepnaBait cBoto AnYHYO MHPopmauuto Yepes obueaoctynHble Wi-Fi ceTn. PaboTan B HuUX,
YKenaTtesnbHO He BBOAUTb MNapo/iv AOCTYNA, NOTMHbI U KaKMe-To HOMepa;

2. WUcnonb3syin n o06HOBAAKA aAHTUBUPYCHble nporpammel W HpaHamayep. Tem cambiM Tbl
obe3onacuwb ceba OT 3aKa4km BUPYCa Ha TBOE YCTPOMCTBO;

3. MNpun uncnonbzosaHum Wi-Fi oTknoum dyHKrumio "O6wmin goctyn K daitnam M npuHTepam'.
[aHHas ¢yHKUMA 3aKpbiTa NO YMONYAHMIO, OAHAKO HEKOTOopble MOJ/b30BaTeNN aKTUBMPYIOT ee Aan
yaobcTBa Mcnonb3oBaHua B pabote nam yyebe;

4. He ncnonbsyi nybanyHbin WI-FI gns nepegaun AnYHbIX AaHHbIX, Hanpumep 405 BbIXxo4a B
COLMANbHbIE CETU UM B 3/IEKTPOHHYIO MOYTY;

5. Mcnonb3yi ToNbKO 3alumileHHoe coegmHeHne yepes HTTPS, a He HTTP, T.e. npn Habope Beb-
aapeca 8Boaun umeHHo "https://";

6. B mobunbHom TenedoHe oTkawoum ¢yHKumio "MogkntoyeHne K Wi-Fi aBTomatmyeckun". He
[AOMNycKalt aBToOMaTUYecKoro NnoAKntoueHus yctpoictsea K cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble cetTu

CoumanbHble CETM aKTMBHO BXOAAT B Hally »KM3Hb, MHOrMe oM paboTaloT M KMBYT Tam
NOCTOAHHO, a B Facebook y:Ke 3aperncTpMpoBaH MUAIMAPA YEN0BEK, YTO ABNAETCA O4HOMN cebMOit BCex
®utenen nnaHetbl. MHOTMe NONbL30BaTENM HE MOHUMAIOT, YTO MHGOOPMALMA, PasMELLEHHas UMK B
COLMAJIbHBIX CETAX, MOXKET ObITb HalAEHa M UCNO/Ib30BAHA KEM YIrO4HO, B TOM Yncie He 06A3aTeNbHO C
61arMMmn HamepeHUAMM.

OcHoBHble coBeTbl N0 6e30MacHOCTM B COUManbHbIX CceTax:

1. OrpaHuyb cnucoKk apysei. Y 1eba B Apy3bAx He AO/KHO ObiTb CAYYAMHbIX M HE3HAKOMbIX
nopein;

2. 3awmuiai CcBOM YacCTHYIO KM3Hb. He yKasbiBalt naponu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHUA W  OPYrY0 NUYHYIO MHOOPMALMIO. 3/10YMbIWNEHHUKM MOTMYT WCNO/Ab30BaTb AaKe
MHPOPMaLMIO O TOM, KaK Tbl MU TBOW POAMUTENM NAAHMPYETE NPOBECTU KaHUKYbI;

3. 3awmulai cBOO penyTauumio - AePXKM ee B YNCTOTe U 3aaaBalt cebe Bonpoc: xoTen 6bl Tbl, YTOObI
Apyrve nonb3oBaTeNM BUAEN, UYTO Thl 3arpyKaewb? Moaymail, npexkae yem 4to-TOo onyb6AMKOBATb,
HanMcaTb U 3arpy3unTb;

4. Ecnv Tbl TOBOPULWb C /IIO4bMW, KOTOPbIX HE 3Haellb, He MCMNOJIb3yi CBOE peasibHoe UMSA U
APYTYI0 IMYHY0 MHGOPMALMK: UMA, MECTO KUTEIbCTBA, MECTO y4ebbl U Npoyee;

5. Usberain pasmeuweHnsa d¢oTorpaduin B MHTepHeTe, rae Tbl M306pakeH Ha MeCTHOCTW, Mo
KOTOPOI MOXHO ONpeaennTb TBOE MECTOMO/IOKEHWE;

6. Mpwu peructpaumn B cou,maanoﬁ cetn H606XOAMMO MCNONb30BaTb C/OXHble Napo/iu,
cocroAawmne n3 6YKB n Ll,Md)p M C KOIMYECTBOM 3HAKOB He meHee §;

7. Ona COLI,VIGI'IbHOﬁ CeTn, NoYTbl U APYyrnx canTos HeO6XOAVIMO MCNob30BaTb pPa3HblE Napoan.
Torpa ecnmn Tebn B3/10MatoT, TO 3/1I0YMbIWIEHHNKN NOAYyYaT A0CTYN TOJZIbKO K OAHOMY MeCTy, a HE BO BCe

cpasy.

INEeKTPOHHbIE AEeHbIU



DNEKTPOHHbIE IeHbIM - 3TO OYeHb YA0BHbINM cnocob naateskei, 04HAKO CYLLECTBYHOT MOLLEHHUKMN,
KOTOpPbIE XOTAT MOMYYNTb 3TU AEHbIU.

3ﬂEKTpOHHbIe AeHbrn noAasBuInNCb cosecem HeaaBHO U MMEHHO MWU3-3a 3TONO0O BO MHOTUX
rocygapcCraeax A0 CUX NOP He NPOMMCaHO NPO HNUX B 3aKOHaX.

B Poccum e OHM GYHKUMOHMPYIOT M O HUX YXKe MPOMMCAHO B 3aKOHe, rae WX pasfensatoT Ha
HECKO/IbKO BUAOB - aHOHWMHbIE U HE AHOHUMHbIE. Pa3sHULA B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX
paspelwaeTca npoBoaMTb onepaumm 6e3 uaeHTMOMKaUMM NoAb30BaTeNss, a B HEAHOHUMHbIX
naeHTMdMKauma noib3oBaTena asnseTcs obasaTesibHOMN.

TaKKe cnefyeT pasnnyaTb 3NEKTPOHHblE PUaTHbIE AEHBIM (PaBHbI FOCYAAPCTBEHHbIM BaatoTam) 1
3NEeKTPOHHble HedMaTHbIe AeHbIM (He paBHbI FOCYAapPCTBEHHbBIM BallOTam).

OcHoBHble coBeTbl N0 6e30nacHoOn paboTe € 3NEKTPOHHbIMM AEHbIAMM:

1. MpuBAXKM K c4eTy MOBUNBbHBIN TenedoH. ITo camblit yA0OHbIN 1 BbICTPbLIA CNOCO6 BOCCTaHOBUTL
[ocTyn K cyety. lNpuBA3aHHbIN TenedoH MOMOXKET, ec/M 3abyaellb CBOM MATEXKHbIA Naposib WMAU
3ali4ellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yit ogHopasoBble Napoau. Mocne nepexoda Ha yCUIeHHyo aBTopusaumio Tebe yke He
6yAeT yrpoXKaTb ONacHOCTb KPaXkn MKW NepexsaTa NaaTexKHoro napons;

3. Bblbepn cnoxHblt naponb. MpecTynHUKam OypeT He MNpPocTo yragaTb CAOXHbIA Naposb.
HagzexHble Nnaponu - 3To Napo/in, KOTopble coAepKaT He MeHee 8 3HAKOB U BKAKOYAIOT B cebA CTpoUHble
M nponucHble OyKBbl, UMPPbI W HECKONIBKO CMMBOJIOB, TaKMe KaK 3HaK Jonnapa, oyHTa,
BOCKAMLIATE/IbHBIN 3HAK 1 T.M. Hanpumep, StROng!;;

4. He BBOAW CBOW /IYHbIE JaHHbIE Ha CalTax, KOTOPbIM He A0BepseLlb.
DNeKTpoHHasA nouTta

3I'IEKT|:)OHHaﬂ no4yta - 3TO TeXHON0IrMA U npeanocrtaBiAemMble €0 yCayrm no nepecbiike u
NONYy4YE€HUIKO 3NEKTPOHHbIX COO6LLI,€HMI>1, KOTOpble pacnpenenarTca B KOMI'IbPOTepHOI‘a cetn. O6blYHO
3I'IEKTpOHHbIl7I NOYTOBbIM AWUK BbITNAONT cheayrowmnm O6p330M: VIMFl_I'IOJ'IbBOBaTeﬂH@MMﬂ_AOMEHa.
TaKXe Kpome nepesaym NPoOCTOro TeKCTa, UMeeTcAa BO3MOXKHOCTb NepesasaTtb d)al\;l/'lbl.

OcHoBHble coBeTbl N0 6e30nacHoi paboTe C 3/1eKTPOHHO NOYTON:

1. Hapo BbibpaTb NpaBWAbHbIA MNOYTOBbLIN CepBUC. B MHTEpHeTe ecTb OrpOMHbIM BblIGOP
6ecnaaTHbIX MOYTOBbIX CEPBMCOB, OAHAKO Nyylle A0BEpPATb TEM, KOTO 3HaeLb W KTO NMEPBbI B PEATUHTE;

2. He ykasbiBali B JIMYHOM MNouTe JMYHYO WHPopmaumio. Hanpumep, nydwe BbIGPaTb
"My3blKanbHbIi_paHat@" nnu "pok2013" emecto "temall";

3. Mcnonb3yn ABYyX3TanHyl aBTOpM3auuMio. ITO KOrAa NOMMMO Mapons HY»HO BBOAWUTb KOA,
npucblinaembii no SMS;

4, Bblbepn CNOXKHbIM Napoab. [NA KaxKAoro NoYTOBOro AWMKA O0MXEH 6biTb CBOW HaAEMKHbIN,
YCTOMYMBBLIM K B3/IOMY Napoib;

5. Ecam ecTb BO3MOXHOCTb HanucaTb camomy CBOW INYHbIN BONpOC, I/ICI'IOJ'Ib3yVI 3TY BO3MOXHOCTb;

6. MCI'IOJ'Ib3VVI HECKOJIbKO MOYTOBbIX ALWLMNKOB. I'IepBb|17| AanAa YacTHOM nepennckn C agpecatamm,
KOTOpbIM Tbl AoBepAeELllb. 9710 3!'IeKTpOHHbIl7| agpec He HaAo WMCNO/ZIb30BaTb NMPU PErncTtpaunmn Ha



dopymax u caiTax;

7. He oTKpbiBait dpaiinbl u gpyrve BNOXKEHUA B MMCbMaX, SAXKe eCIM OHW NPULLAK OT TBOMX APY3EN.
Jlydwwe yTO4YHU Yy HUX, OTNPABAAAN K OHM Tebe 3Tu dannbl;

8. Mocne oKoH4YaHMA PaboTbl Ha NMOYTOBOM CEpBUCE Nepes 3aKpPbITUEM BKIAAKU C CaWTOM He
3abyab HaxaTb Ha "BeiTin".

KnbepbynnuHr unu BupTyanbHoe M3aeBatesibCTBo

KnbepbynnuHr - npecnefoBaHMe COOBOLEHUAMM, COAEPNKAWMMU OCKOpPOB/IeHUn, arpeccuto,
3anyrmBaHuWe; Xy/IMraHCTBO; COLMaNbHOE BOMKOTUPOBAHME C MOMOLLLbIO PA3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbyannHrom:

1. He 6pocaliica B 601. Jlyywimin cnocob: NoCOBETOBATLCA KaK cebs BECTU U, eCM HET TOro, K Komy
MOHO 06paTuTbCA, TO BHayane YCMOKOWUTbCA. EcaM Tbl HayHewb OTBeYaTb OCKOPOGJAEHMAMM Ha
0CKOp6/1eHMA, TO TO/bKO elle 60/blie Pa3oXkKKellb KOHPINKT,;

2. Ynpasnsan cBoel Knbeppenyrauuei;

3. AHOHUMHOCTb B CETU MHWMAA. CyLLI,ECTByPOT cnocob6bl BbIACHUTb, KTO CTOUT 3@ aHOHWMMHbIM
dKKayHTOM;

4. He CTOUT BeCTM Xy/MFaHCKMI 0b6pa3 BUPTYaNbHOW MU3HWU. UHTEpHET dUKCMpyeT BCe TBOM
OENCTBUA U COXPaHAET UX. YAanuTb nx byaet KpaliHe 3aTpPyAHUTENbHO;

5. Cobntogaii cBOK BUPTYasIbHYIO YECTb CMOJIOAY;

6. WrHopupyih eauHWuHbIM HeratuB. OpHOpa3oBble OCKOpGWUTENbHble CoOobLeHNA aydlue
UrHopupoBaTb. O6bIYHO arpeccus NpeKpaLLaeTca Ha HavyabHOM CTaauu;

7. baH arpeccopa. B nporpammax 0bmeHa MrHOBEHHbIMMU COO6U.I,EHMFIMVI, B COUMaNbHbIX CeTAX
€CTb BO3MOXHOCTb 6I'IOKVIpOBKVI OTnpaBKu COO6U.I,EHMI‘;1 conpeaeneHHbIX agpecos,

8. Ecan Tbl cBMAeTeNb KubepbynnuHra. TBoM AeNCTBMA: BbICTYNUTb NPOTMB NpecieaoBaTens,
noKasaTb emy, YTO ero AeWCTBUSA OLEHWMBAIOTCA HEraTMBHO, MOAAEPNKATb MKEPTBY, KOTOPOW Hy’KHa
NCUX0A0rMYecKas MOMOLLb, COOBLMTL B3POC/IbiM O GpaKTe arpeccUBHOIO NOBEAEHMA B CETU.

MobunbHblii TenedpoH

CoBpemeHHble cMapTPOHbI M MNAHLETbl CoAeprKaT B cebe BMoJIHE B3POC/bli GYHKUMOHAA, U
Tenepb OHW MOTYT KOHKYPMPOBATb CO CTALLMOHAPHbLIMW KoMMbtloTepamu. OfHAKO, CPeACTB 3almMTbl ANs
NoAO06HbIX YCTPOWCTB MOKA O4YeHb Mao. TeCTMPOBAHME U MOWUCK YA3BMMOCTEN B HUX MPOUCXOAMUT He TaK
WHTEHCUBHO, Kak ana MK, To e camoe KacaeTca U MOBUIbHBIX MPUNONKEHWNN.

CoBpemeHHble MOBUIbHbIE Bpay3epbl yKe NPaKTUYECKWU AOTHaAN HACTONbHble aHanorM, 04HaKo
pacwupeHne GpyHKLMOHaANA BeYeT 3a CO60iM 60/bLUIYIO CIOXKHOCTb M MEHbLLYIO 3aLWMLLEHHOCTD.

[Janeko He BCce npousBoguUTENN BbINYCKAKOT O6HOBI1€HMFI, 3aKpbiBalowmne KpUtnyeckume
YA3BUMOCTU 1A CBOUX yCTpOVICTB.

OcHOBHble coBeTbl AN 6e30nacHOCTN MOBUIbHOTO TenecbOHa:

Huyero He saBnAaetca no-HactoAawemy 6ecnnaTHbIM. Ey,ﬂ,b OCTOpPOXeH, BeAb Koraa Tebe
npegnaratoTt 6ecnnaTHbIN KOHTEHT, B HEM MOTYT 6bITb CKpbITbl KaKMe-To naaTHblE YCAYTH;



Oyman, npexxge yem otnpasuTb SMS, ¢oTo unm Buaeo. Tbl TOYHO 3HaELWb, rge OHM byayT B
KOHEYHOM uTore?

HeobxoaMmo 06HOBAATL ONEePaALLUOHHYIO CUCTEMY TBOEFO CMapTdOHa;
Ncnonb3yit aHTUBMPYCHbIE MPOrpaMmMbl 418 MOOU/IbHBIX TenepoHOB;

He 3arpy>i<al71 npunoxXeHna OT HensBeCTHOro MUCToYHuKa, BeAb OHWU MOTYT COLEPHKaTb
BPeAOHOCHOE NporpammHoe o6ecnequme;

Mocne Toro Kak Tbl Bbllifelb C caliTa, rae BBOAWA NIMUYHYIO MHPOPMaLMIO, 3N B HACTPOMKK
6pay3sepa u yaanu cookies;

Meprogmyeckn NpoBepaii, KakMe NNaTHble YCAYrM aKTUBUMPOBaHbI HAa TBOEM HOMEDPE;

[asali cBon HOMep MOBUAbHOrO TenedoHa TONbKO JOAAM, KOTOPbIX Tbl 3HAeWb M KOmMy
AoBepAeLlb;

Bluetooth ponxeH 6biTb BbIKAOYEH, KOrda Tbl UM He nonb3yewbca. He 3abbiBait MHorga
npoBepATb 3T0.

Online urpobl

CoBpemMeHHble OHJIalH-UTPbl - 3TO KpPacouHble, 3axBaTbiBaloWMe pa3B/ieyeHUn, obbeauHaAowme
COTHMW TbICAY YeNOBEK NO BceMy MUpPY. VIrpOKM UccneayioT AaHHbIN MM MUpP, 0B6LLIAIOTCA APYT C APYrom,
BbINOJIHAIOT 33aJaHWA, CParKaloTCA C MOHCTPAMM M MNOJYYaloT OMbIT. 33 YAO0BO/IbLCTBME OHW MIATAT:
NOKyMaoT ANCK, ONa4YMBaloT aboOHEMEHT UAKN NPUOBPETAIOT KaKMe-To OnLuu.

Bce 3TM cpeactBa MAyT Ha NoAAepKaHMEe U Pa3BUTME WUIPbl, a TaKXe Ha camy 6e30nacHoCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLMKM, BbIMYCKAlOTCA HOBble MaTtuM (UndpoBble 3annaTku AaA
nporpamm), 3aKpblBatoTCA YA3BUMOCTU CEPBEPOB.

B I'IOLI,O6HbIX nrpax CToUT onacaTbCA HE CTOJIbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXwu TBOEro
naponaAa, Ha KOTOPOM OCHOBaHa CUCTEMaA aBTOPU3aL N 60NbLINHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOErO UrpoBOro akKKayHTa:

1. Echm ppyroit Urpok Beget ceba Naoxo uau cospaeTt Tebe HeNpUATHOCTK, 3abNOKMPYIN ero B
CMUCKE UTPOKOB;

2. MNoanyica agMUHWCTPATOPaM Wrpbl Ha MJIOXOe MOBEAEHME 3TOTO WIrPOKa, KenaTesbHo
MPUNOKNUTD KaKMe-TO A0Ka3aTeNbCTBA B BUAE CKPUHOB;

3. He yKasblIBai AnYHYO0 MHPOPMaLmMio B npodaiiie urpbl;
4. YBaxkali Apyrux y4aCTHMKOB MO UTPE;

5. He ycTaHaBauBal HeoduLmaibHble NaTyu U MOAbI;

6. Micnonb3yi cnoKHble U pa3Hble Napoau;

7. Oaxke BoO BpemAa uUrpbl HE CTOUT OTKNKOYATb aHTUBUPYC. Moka Tbl nrpaetub, TBOWM KOMnNbOTEP
MOTyYT 3apa3unTb.

OUWKHT an KpaXa JINYHbIX AdHHbIX

Ob6bluHOW KpaKeil AeHer M OOKYMEHTOB CErogHA Yy»e HWKOro He yAMBULb, HO C PasBUTMEM



WHTEPHET-TEXHO/IOTUIA 3/10YMbILIJIEHHUKN MEepeMecTUINCh B MHTEPHET, U MNPOA0/IKaoT 3aHMMaTbCA
"nobumbim" genom.

Tak noABmAacb HOBAA Yrpo3a: MHTEPHET-MOLEHHNYECTBA MM GULIWHT, TNABHAA LeNb KOTOPOro
COCTOMT B MONYYEHUN KOHOUAEHLMANbHbIX OAHHbIX MO/b30BaTeNel - JIOTMHOB W naponei. Ha
aHrnMicKom sa3sbike phishing untaetca kak ¢uwmHr (ot fishing - pbibHaa nosas, password - Napossb).

OcHoBHble coBeTbl No 6opbbe ¢ duwmnHrom:

1. Chegy 3a cBoMMm AdKKAyHTOM. Ecamn TbI noaospeBaellb, YTO TBOA aHKETa 6bina B3/10MaHa, TO
HeO6XO,D,MMO 3a6IIOKVIpOBaTb eeun COO6LLI,VITb AAMUHUCTPATOPAaM pecypca 06 3TOM KaK MOKHO CKopee,

2. MCI'IOIIb3yﬁ 6esonacHble BE6-CaﬁTbI, B TOM 4YnUcne, MHTEPHET-MarasnHoB U NOUCKOBbIX CUCTEM;

3. Wcnonb3yit cnoxHble M pasHble naponau. Takum obpasom, ecan Teba B3AOMaKOT, TO
3/10YMbILWNEHHMKM NOJIy4aT AOCTYMN TO/IbKO K 0A4HOMY TBOEMY NPOdU/IO B CETU, @ HE KO BCEM;

4. Ecnn Tebs B3nOManM, TO HeobxoAMMO npeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOToOpble
nobasneHbl y Tebs B APY3bAX, O TOM, YTO TebA B3/OManM W, BO3MOMKHO, OT TBOEro MMeHn byaer
paccblNaTbcA cnam u CCbINKU Ha GULLNMHIOBbIE CalThbl;

5. YcTaHoBM HageKHbI naposb (PIN) Ha MobUNbHBIN Tenedon;
6. OTK/IlOYM coxpaHeHMe NapoA B bpaysepe;

7. He oTKkpbiBait daiinibl U gpyrve BNOXKEHUA B MMCbMaX, SAXKe eC/IM OHW NPULLAK OT TBOUX ApY3eil.
Jlydlwe yTO4YHU Yy HUX, OTNPABAAAN It OHM Tebe 3Tn dainbl.

LUundposasa penytauusa

Undposan penytauma - 3TO HeratMBHas MAM NO3UTMBHas uHopmauma B ceTm o Tebe.
KomnpomeTupytowana uHGOpMaumMsa, pasmelleHHas B MHTEpHETe, MOXET Cepbe3HbiM 06pasom
OTpa3uUTbCA Ha TBOel peanbHOW Xu3HW. "Uudposas penyTtauma" - 3To TBOM MMWUAXK, KOTOpPbIA
dbopmupyetca n3 MHpopmauum o Tebe B UHTEPHETE.

TBOE MeCTO XWUTenbCTBa, y‘-IE6bI, TBOE d)VIHaHCOBOE nonoxeHue, ocobeHHOCTH XapaKTepa u“
paccka3bl O 61M3KMX - BCE 3TO HaKaN/MBaeTcA B CETU.

MHorne nOAPOCTKM NEFKOMBICIEHHO OTHOCATCA K ny6auKauuu AuyHo uHPopmauum B
WHTepHeTe, He MOHMMAs BO3MOXKHbIX MOCAeACTBUI. Tbl Aa)Ke HE CMOXKelWb A0rafatbCs O TOM, YTO
doTorpadus, pasmeLyeHHan 5 neT Hasag, CTana NPUYNHOM OTKa3a NPUHATL TebA Ha paboTy.

KommeHTapum, pasmelteHue TBoux dotorpaduii u apyrme AencTBUA MOTYT HE UCHE3HYTb JaKe
nocse TOro, Kak Tbl UX yAanulb. Tbl He 3Haelb, KTO COXpaHuA 3Ty MHbOPMAaLMIO, Nonana M OHa B
MOMCKOBbIE CUCTEMBI U COXPaHWUNACh N OHAa, @ FNaBHOE: YTO NOAYMAIOT O Tebe OKpyKalolme nau,
KOTOpble HAaWAYT U yBUAAT 3T0. HaliTu MHbOPMaLMIO MHOTO NIET CYCTA CMOXKET Nt0bol - Kak 13 fobpbIx
nobyXAeHWNM, TaK U C HAMEPEHMEM NPUYMHUTL BPe. ITO MOMKET ObITb KTO YroAHO.

OcHOBHble COBETbI MO 3aWmTe UMPPOBOI penyTaLuu:

1. Noaymaii, npexae yem 4Yto-To Ny6/MKOBATL M NepeaaBaTb y cebsa B 610re nan B coumanbHoOm
ceTu;

2. B HacTpolikax npoduna ycTaHOBM OrpPaHUYEHUs Ha MNPOCMOTP TBOero npoouna u ero
CoAepXKMMOro, caenan ero Tonbko "ana apysen”;

3. He pasmewan u He yKasbiBalh MHPOPMALMIO, KOTOPAa MOXKET KOro-imbo ocKopbaatTb wmau



obuartb.
ABTOpCKOE nNpaso

CoBpemeHHbIe LWKOJIbHMKM - aKTUBHbIE M0/1Ib30BaTeNn LnMdpoBoro npoctpaHcTea. OaHaKo ganeko
He BCe 3HAlOT, YTO MO/Ib30BaHME MHOTMMM BO3MOXKHOCTAMU UMdPOBOro Mupa Tpebyet cobatoaeHus
npaB Ha UHTEeN/IeKTYaIbHY0 COBCTBEHHOCTb.

TepmuH "MHTeNNEeKTyabHan COBCTBEHHOCTL" OTHOCUTCA K Pa3/IMYHbIM TBOPEHUAM YE€/10BEYECKOro
YyMa, HaunHanA Cc HOBbIX M306peTeHMn 1 3HaKoB, 0603HaYaloLLMX COBCTBEHHOCTb Ha NPOAYKTbLI U YCAYTK, U
3aKaH4MBasA KHUramu, potorpadusamm, KWUHOPUAbMAMM U My3blKasibHbIMW MPOU3BEAEHUAMMU.

ABTOPCKMe MpaBa - 3TO MNpaBa Ha MHTENNEKTyaNnbHY0 COBCTBEHHOCTb Ha MPOM3BEAEHUA HayKMu,
NUTepaTypbl M WUCKyccTBa. ABTOpPCKME nMpaBa BbICTYNalOT B KayecTBe rapaHTUM TOro, 4To
WHTENNIeKTYaNbHbI/TBOPYECKUI Tpya aBTopa He 6yaeT HanpacHbiM, AacT emy cnpasea/ivBble
BO3MOXHOCTM 3apaboTaTbh Ha pe3y/nbTaTax CBOEro Tpyaa, NOAYYUTb U3BECTHOCTb U Npu3HaHue. HUKTO
6e3 paspelleHNa aBTopa He MOKET BOCMPOU3BOAUTb €ro Mpou3BedeHue, PacnpocTpaHaTb, ny6aAnYHO
AEeMOHCTPUpPOBaTb, NpPoAaBaTb, WMMNOPTUPOBATb, MyCKaTb B NPOKaT, MNyBAMYHO  WUCMOHATD,
MOKasblBaTb/UCMOAHATL B 3dUpe am pasmeLlatb B MHTepHeTe.

Ncnonb3oBaHMe "nUpaTckoro" nporpaMmHoOro obecnedyeHmns MoXKeT NPUBECTM K MHOTMM PUCKaM:
OT MoTepu AaHHbIX K TBOMM aKKayHTamM 40 O/I0KMPOBKM TBOEro YCTPOWCTBa, rAe YCTaHOBJEeHa
HenerasbHaa nporpamma. He cTouT TakXkKe 3abblBaTb, YTO CYyLW,ECTBYIOT ferasbHble W 6ecnnaTtHble
NPOrpammbl, KOTOPble MOXHO HalTK B CETK.

O noprane
CeTeBMYOK.p® - TBOM rNaBHbIM COBETYMK B CETU. 34EChb Tbl MOXELb Y3HATb O 6€30MacHOCTU B CETU

NMOHATHbIM U AOCTYNHbIM A3blKOM, a NP BO3HUKHOBEHUU KpMTMLIeCKOVI CnTyaumnun O6paTMTbCﬂ 3a
coBeTOM. A TaKXe NMPUHATb y4acTMe B KOHKypCcax U CTaTb CamMbiM Ll,M(I)pOBbIM Fpa)Kp,aHMHOM!



